How to build LAN to LAN VPN connection between Vigor
router and CiscoASA

This application will guide you to build LAN to LAN VPN connection between Vigor router (e.g.,
Vigor2910) and CiscoASA. Suppose,

The WAN IP address of CISCO ASA is 203.70.63.90, while LAN IP address is

192.168.1.1/255.255.255.0

The WANL IP address of Vigor2910 is 59.125.9.159; while LAN IP is
192.169.20.1/255.255.255.0

1. Choose Wizards>>1Psec VPN Wizard.
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2. The VPN Wizard will be popped-up as follows. Choose Site-to-Site as VPN Tunnel Type;
Outside as VPN Tunnel Interface; and click Next.
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3. Click Yes to continue.

2|

Y¥PH Tunnel Type (Step 1 of )

Tse thiz wizand to configure new site-to-zte ¥PN tunnels or new remote access VPN tonmels. 4
turnel between two devices is called 2 site-to-site tunmel and iz bidivectional. & tonnel established
by calls from remote vsers such az telecommuters 1z called remote access tunnel.

Thiz wizard creates bazic tinnel confignrations that wou can edit later vsing the A3

VPN Wizard xR

Inbound [Psec sessions will be filtered by interface access liste. Please make sure you
have an access list to the ingress interface that permits IPsec packets from all IPsec
peers.

Dio you want to continue?

YPN Tunel Intexface: outside -

m Enable inbound [Psec sessions to bypass tnterface access lists. Group policy and per-user
authorization access liste shll apply to the teaffic.

(et o | (ot (1)

4. Type the WAN IP address of the peer in the field of Peer IP Address for IPsec VPN connection.
Then type the Pre-shared key. Next, a profile name will be generated automatically in the field
of Tunnel Group Name. Click Next.
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Configure the IP address of the peer device, anthentication method and the tomnel group for thiz
site-to-site tunel.

Peer IF Address: |59.125.9.159

Authentication Method

Pre-Shaved Key: 12345673

() Certificate
Certificate Signing Llgorithm:  rea-sz
Certificate Name: |

() Challengedresponse anthentication (CRACK)

Tumme] Group
For site-to-site conmections with pre-shared kew authentication, the tuel group name must be
the same as either the peer IP address or the peer hostname, whichever is vsed as the peer’s
wentity.

Tunnel Group Name: |59 1259159
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5. Keep the default settings of Encryption type and Authentication, and specify the DH Group
for your request. Then, click Next.
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Select the encryption algorithun, anthentication algorithin, and Diffie-Hellinan group for the
devices 1o v o negotiate an [nternet Key Exchange (TKE) seurity association between theim.
Configurations on both sides of the commecton must match exactly.
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6. For the second phase of IKE encryption, keep the default settings and click Next.
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Select the encryption and authentication algorithms and configure Perfect Forwarding Secrecy
(PF) for this [PRec YEN twwel. Configurations on both sides of the connection must match
exactly,

Encrvption:

Authentication: SHL -

[] Enable Perfect Farwarding Secrecy (PFS)

Ditfie-Hellman Group: |1
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7. In the following screen, type the local / remote IP address with the subnet mask for local
/remote network. Then, click Next.
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8. Click Finish.
VPN Wizard X
[ VPN Wizard Summeary (Step 6 of 6)

You have created a Site-to-2ite WPN tonel with the following attributes:

VEN Tonnel Inteface: outade

Peer IF Address: 52.125.9.150

[PEser anthentication vees pre-shared kew: 12345073

Tumnel Group Name: 59.1259.159
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[Psec ERP Encryption f ESP Authentication: 3DES fSHA

Perfect Forward Becrecy (PFS): dimbled

Traffic flow to be protected b this tunnel:

(localy 192.168.1 0/24

(remote) 192.168.20.0/24
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9. Click the tab of Configuration. Choose Site-to-Site VPN and click Connection Profiles. Now,
the relational VPN settings will be displayed on the field of Connection Profiles. If required,
you can click Edit on this field to modify other settings of VPN in details.
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10. Click Edit to open the following screen. Expand the Advanced folder and choose Crypto Map

Entry. Click Disable for Perfect Forward Secrecy, then choose answer-only as Connection
Type. Next, click OK.
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11. Click the tab of Configuration. Choose Firewall and click Access Rules.



12. Click Add. The Add Access Rule dialog will pop-up. Choose Inside as the Interface; and

choose Permit as the Action. Choose local network as the Source; and remote network as the
Destination. Next, click OK.
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13. Click Add to add another access rule. Choose Outside as the Interface; and choose Permit as
the Action. Choose remote network as the Source; and local network as the Destination. Next,

click OK.
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14. Access into the W

Ul of Vigor router (e.g., Vigor2910).



15. Open VPN and Remote Access>>LAN to LAN. Click index #1.

VPN and Remote Access >> LAN to LAN

LAN-to-LAN Profiles: | Setto Factory Default |
Index Name Status Index Name Status
2,29 % 17. 777 %
2. 2.220 0 18. 777 Y
3. 24 5 19. 777 Y
4. 25 0 20. 777 Y
5. 26 >< 21. 777 )
6. 27 >< 22. 777 Y
i. 2g >< 23. 777 )
8. 20 >< 24. 777 Y
9, 30 >< 25, 777 )
10. T >< 26. 777 Y
11. 7 >< 27. 777 )
12. T ® 28. 777 ®
13. T ® 29, 777 ®
14, T ® 30. 777 ®
15, T >< 31. 777 Y
16. T >< 32, 777 Y

[Hx®K®x=: This Dial-0Out Profile has already joined for YPH BACKUP Mechanism]
[ This Dial-0Out Profile does not join for WPH TRLUNEK]

16. Type a name for such profile (e.g, cisco, in this case) and check the box of Enable this profile.
Click Dial-Out as Call Direction and check Always on. Next, choose 1PSec Tunnel as the
Type of Server | am calling. Type the WAN IP address of the Peer (e.g., 203.70.63.90, in this
case). Specify a Pre-Shared Key which must be the same as the settings configured in ASA.

VPN and Remote Access => LAN to LAN

Profile Index : 1
1. Common Settings

Profile Mame cisco Call Direction O Both| ® Dial-out Dial-In

Enable this profile Always on
Idle Timeaout 300 second(s)

PN Connection Through: [WARNT First [ Enable PING tao keep alive
Metbios Maming Packet ®Pass Qelock PING to the IP I:I

Multicast wia YPM O pass ®Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

2. Dial-Out Settings
Type of Server | am calling Link Type
O 150M Username I:I
O poTp Password I:l
© IPsec Tunnel l PPP Authentication

%] Compression on Off

O L2TP with IPSec Palicy

Dial Mumber for ISDN or
Server IP/Host Mame foar PN,
uch as 5581934, draytel.com or 193.45.67.89) || Pre-Shared Key

1203.70.63.90 IKE Pre-Shared key ~ [eseesse

IKE Authentication Method

Digital Signature{x,509)



17. As for IPSec Security Method, choose High. Click Advanced to open IKE advanced settings
dialog box. In the dialog, please choose the IKE phase 1 proposal and IKE phase 2 proposal
settings based on the network environment. Next, click OK to save the settings and exit the
dialog.

) hiip:#192 168 1 1 - IKE advanced setings - Microsoft Internet Explorer

IKE advanced settings
IKE phase 1 mode & Main mode O Aggressive mode
IKE phase 1 proposal | | DES_MD5_G1/DES_SHAI_G1/3DES_HD5_G1/3DES_MD5_G2AES128_MD5_G2AES256_SHA1_GZAESZSE_SHA1_G14 v
IKE phase 2 proposal | [HMAC_SHA1/HMAC_MDS ~| J
IKE phase 1 key lifetime 28500 (900 ~ B6400)
IKE phase 2 key lifetime 3600 (600 ~ B6400)
Perfect Forward Secret & Disable ) Enable
Local ID | |
[ ok ) [ cose |

18. Type the remote network IP address and subnet mask (e.g., the inside interface of CiscoASA).
Then, click OK.

4. GRE over IPSec Settings

[] Enable IPSec Dial-Out function GRE over [PSec

[ Logical Traffic My GRE IP | Peer GRE IP | |
5. TCP/IP Network Settings

My WAN 1P 0000 RIP Direction
Remote Gateway IP |EI.EI.EI.EI Fram first subnet to remote netwaork, you have fo

do

|
|
Remote Network 1P [192.168.1.0 |
|
|
|

Remote Metwork Mask | |255.255.255.0

[] change default route to this YPN tunnel { Only

Local Netwark IP 192.168.20.1 ; _
zingle WAMN supports this )

Local Metwaork Mask |255.255.255.1

More

[ ]34 ] [ Clear l I Cancel I

19. Now, a LAN to LAN VPN connection between Vigor router and CiscoASA has been
established.



